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Secure End User Services
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Secure End User Services (SEUS)

Security:
Network & e AN
Connectivity * Cyber security is a top priority for everyone
*  We must secure the network for the

enterprise; any vulnerabilities put us all at
Infrastructure <

(Desktop/ (Storage/ risk
Laptop) _ HEEAD, « Support of in-office, remote, hybrid and
brokered work environments = increased
external entry to state systems

Support:
* Standardization, equity, service level

Serv:(ce ' Enterprise agreements

Desk/ Voice ff‘ H .

Support E iIciency.

Coliaborati * Leverage contracts, consolidation and
ollaporation
Services aggregate spend

(Email &
Productivity
Suite)



Service
Consumption

Lifecycle

Collaborative
review of
required IT
investments for
next fiscal year

Review and
sign annual
partner
agreement

JuLy
NewFiscal Year Starts, The Office
of Managementand Budget
(OMB) provides agencies with
Instructions regarding

development ofnext budget,

i
and Capital Improvement Acténd
Grants-In-Aid) forthe next fiseal year
are adopted.

APRIL- MAY
C goesthrough the
mmended Budget and
makesadjustments.
Bond Bill ommittee Hearings:
Commitiee members consider the

W
Goverr

Projection of
target
consumption
and new
service

AUGUST
Door Openers Due: Agencies
submit itemstoOMB for
consideration,

SEPTEMBER
Target Meetings: OMB meetswith
agenciestoidentifyspending plans that
are consistentwithavailableresources.

Delaware
7 o ~ Budget Requests: Agencies submit

proposed spending plansto OMB,

Budget

PublicHearings: OME holds
hearingsatwhich agenciesexplain

CV C| e M investments
and bu dget

review

The:Governor submits his/her

FEBRUARY - MARCH recommended budget tothe
Cmmh!i-ﬂ-\if(; General Assembly.

Final IT

Governor'sRec
Capital Improvement Act.

consider the Govemor's
Recommended Operating Budget
througha publichearing process.

Final ‘FY
consumption
numbers due




Cyber Security Update: Fraud
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Did You Know...?7?7?

» 47% of Americans experienced financial identity theft

* |dentity theft cases cost $502.5B in 2019
* Increased by 42% to $712.4B in 2020

» Covid-19 related fraud dominated the events:
* Unemployment fraud, Federal Stimulus Payments fraud

» 91% of cyber attacks started with phishing email
* Fake emails that look legitimate, asking for account information

» On the black market: .
*  Average price for a stolen US credit card: $1 |
*  Average price of a stolen healthcare record: $10

Cybercrime proceeds (5$105B) outpace illegal drugs. Ransomware is leading the

way in cyber security events.
Why sell data when they can just get you to pay to get it back?
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Cybercrime

Associated Press
Wed 19 May 2021 21.07
EDT

e

Colonial Pipeline confirms it paid $4.4m
ransom to hacker gang after attack

The company’s CEO authorized the payment as a means to restart
the pipeline’s systems quickly and safely
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TECHNOLOGY EXECUTIVE COUNCIL

Cybercrime ramps up amid coronavirus
chaos, costing companies billions

PUBLISHED WED, JUL 29 2020.-9:20 AM EDT | UPDATED WED, JUL 29 2020-12:00 PM EDT

Ellen Sheng
a @ELLENSHENG 3
siare W in N4
m T-MI
FOR
KEY ® Data breaches have grown in intensity and frequency in recent
POINTS months as cybercriminals take advantage of coronavirus confusion.

® Large-scale data breaches increased 273% in the first quarter,
compared to the same time last year, according to a new study from



STEPHIE
Identify a Target

Organized crime groups target
U.S. and European businesses,
exploiting information available
online to develop a profile on
the company and its executives.

Step 2:
Grooming

e Ol

Spear phishing e-mails and/or telephone calls target
victim company officials (typically an individual
identified in the finance department).

Perpetrators use persuasion and pressure to
manipulate and exploit human nature.

Grooming may occur over a few days or weeks.

E-MAIL

»m: Finance Director
BJECT: Initiate Acquisition

ANy

X

*Note: Perpetrators may continue to

groom the victim into transferring more
funds.



youraccounthas
been locked -

- . your account has been
o locked due to suspicious
we detected suspicious

activity on your account ALERT!

your account has b
been locked ' i

ALERT! -

‘ Fraud Bait Through Text




Fraud Through
Voice Cloning

IForhes

Fraudsters Cloned Company
Director’s Voice In $35 Million
Bank Heist, Police Find

Al voice cloning is used in g huge heist being
investigated by Dubai investigotors, amidst
warnings about cybercriminal use of the new
technology.
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Fraud Through Facial Cloning

« 3D masks used to beat video identity validation
and Government ID validation solutions




Vishing stands for voice phishing.
Scam recorded message

Verify “fraudulent” charges

at a fake website

Smishing stands for
Short Message Service
(SMS) phishing.

What if you were the unlucky
employee that opened that
email and clicked on the link?

Human Firewall

When you are able to act as a barrier

between your organization’s internal
network and the external forces that

are trying to gain illegal access.

Cybersecurity
Solution:
Education &
Training

Teach employees and the
public how to identify
and handle potential
cyber threats




Move a bit closer

¥ CALIFORNIA- ouemsc

w, Tl45ER

Driver License Front Driver License Front
Step10of 3 Step1of 3

Place your document within the frame until
all 4 edges are aligned and it is cag

* Artificial Intelligence - Enabled Government ID
Proofing

Cybersecurlty SOIUtlon: . Si-n'gle Unique Identity for Residents and
Technology Visitors

* Identity proof once and use forever
* Require MFA when connection is at risk



Enterprise Technology Projects:
Update on GIS
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Geographic Information Systems (GIS) - Update

Data source Data layers
Street data

Bundmgs data

ﬁ-’

Vegetatlon data

Integrated data

Eit

* Our Broad Agency Announcement (BAA)
grant to USGS for LiDAR requires 1/3
matching funds. Only $50,000 was
available from agencies

REMINDER: At the last TIC meeting we voted to recommend establishing a
position of Geographic Information Officer (GIO) for coordination and
governance as recommended in a study by the University of Delaware (S110K
- S145K: includes Salary, OECs, and Insurance)

» Delaware’s GIS platform (FirstMap) was established in 2014.
https://firstmap.delaware.gov/

» Annual funding is needed for Base Layer Components (Datasets)
v Aerial Imagery (5316,000) $132,000
v’ Light Detection and Ranging (LiDAR) (S500,000) $636,200*
v" Land Use/Land Cover ($140,000)

» State agencies rely on these datasets for daily business operations, and
they are currently out-of-date.

» One or more datasets need to be updated each year at an estimated cost
of $110,000 - $750,000.

» The DTI FirstMap Enterprise system hosts these datasets, providing
storage, access, and eliminating duplication on agency servers.



Recommendations
for State of Delaware
GIS Coordination and

Governance

August 2021

Prepared by

Troy Mix, Policy Scientist

Marcia Scott, Policy Scientist

Ellen Schenk, Public Administration Fellow
Sade Bruce| Public Administration Fellow
Carolann Wicks, Senior Fellow

Institute for Public Administration
Biden School of Public Policy & Administration
University of Delaware

In coordination with

Delaware Department of Transportation
Office of State Planning Coordination

UNIVERSITY OF DELAWARE
BIDEN SCHOOL OF PUBLIC
POLICY & ADMINISTRATION

The State of Delaware has achieved impressive outcomes through

“ad hoc” GIS coordination, including leveraging investments in
geospatial data and analysis for the more effective, efficient, and
transparent delivery of many state programs and services.

However, the current scale of geospatial investments across state

agencies outstrips the capacity of Delaware’s loosely
coordinated GIS governance approach to prioritize, fund,
monitor, and diffuse lessons from these investments.

A core GIO function should be to coordinate the budgeting for,
development or acquisition of, and delivery of critical
geospatial data and analysis initiatives across Delaware. This
study reinforced that, particularly around budgeting for
necessary data, Delaware practices an ad hoc, “pass the hat”
approach. While the practice of rigorous Return on Investment
(ROI) analyses of GIS applications is not commonplace in
Delaware, documented impacts indicate that GIS datasets and
applications are necessary and should be budgeted for on a
regular basis.

https://udspace.udel.edu/bitstream/handle/19716/29089/GIS-
Coordination-Recommendations-2021.pdf




Geographic Information Systems (GIS) — Update Continued

Sample Data Collection Timeline for a 6-year contract (—~$2,080,000 or S350k per year)

‘ Year 1 ‘ Year 2 ‘ Year 3 ‘ Year 4 ‘ Year 5 |’ Year 6 |

= Aerials = Aerials = Aerials = Aerials = Aerials = Aerials
_ LiDAR - LU = LiDAR = LULC
- LULC
| €< FLIGHT —=>| | €< Secure Funding —=>| | €« Vendor Contract =>|
WINDOW Release RFP Deadline

2017 Aerial Imagery

Partner Amount

DDA $10,000.00 Key Findings Decisions/Recommendations
DelDOT $21,500.00 » Agencies typically fund activities
DDA $57'°0°-00 {Or their “layer”, but NOT Base O Recommend requesting ARPA funding to
DNREC 35,000.00 ayer imagery . .
ONREC Parks 527.000.00 establish a current (Year 1) baseline for all
Leftover in Account $17,740.00 > Agency contributions in the past datasets ($500,000 - $1M)

were from remaining funds from
Outside Partners grants L Recommend requesting the establishment
Sussex County »14,000.00 of a fund with ~$350k added annually to
Total Collected $132,240.00 > DelDOT funded the 2017 LULC h . fk . d
Total Contract w/Surdex $132,000.00 e unded the cover the ongoing cost of keeping GIS data
Note: These figures do not include the storage cost for these datasets. current

> Aerial Imagery ($132,000)
» Light Detection and Ranging (LiDAR) ($636,200)
» Land Use/Land Cover ($140,000)




Joint Legislative Oversight and
Sunset Committee
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Joint Legislative Oversight and
Sunset Committee: TIC Review

TIC will be reviewed at an upcoming JLOSC meeting in
February 2022. The JLOSC performs periodic legislative review
of agencies, commissions, or boards to determine whether
there is a genuine public need for the agency and use the
review mechanism to strengthen and support agencies. This is
the first time TIC has been reviewed.




Duties of TIC: Review

§ 9014C. Duties of the Technology Investment Council.
The duties of the Council are as follows:

U (1) Adopt policies and procedures used to develop, review and annually update a statewide technology plan and provide it to the
Governor and the Director of the Office of Management and Budget.

U (2) By October 1 of each year, the Council shall provide the Governor and the Director of the Office of Management and Budget
with a statewide technology plan. The plan shall discuss the State’s overall technology needs over a multi-year period and the
potential budgetary implications of meeting those needs.

U (3) By November 15 of each year, the Council shall make recommendations to the Director of the Office of Management and
Budget regarding the funding of technology for the coming fiscal year. Prior to making its recommendations to the Director of the
Office of Management and Budget, the Council shall confer with the Director of the Office of Management and Budget regarding the
demands placed upon the state budget by nontechnology funding needs.

U (4) Forward funding recommendations made pursuant to paragraph (3) of this section to the Governor in their entirety.

U (5) Enforce active project management, review the progress of current projects to determine if they are on budget and have met
their project milestones, and when necessary, recommend the termination of projects.

U (6) [Repealed.]

L (7) Identify opportunities to leverage expertise in strategically important areas of information technology by partnering with private
sector entities. Such opportunities shall be clearly set forth in the statewide technology plan called for in paragraph (2) of this
section.



Public Comment
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Jason Clarke, Chief Information Officer Chris Cohan, Chief of Policy and Communications
Jason.Clarke@Delaware.gov Chris.Cohan@Delaware.gov

Visit us at DTl.Delaware.gov




